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1. AKTya/IHOCT Ha pa3paGoTBaHHs B AUCEPTAUHOHHHS TPy npobieM B
HAY4YHO M HAYYHO-NPHJI0KHO OTHOIIEHHE

AKTyalHOCTTa Ha CTaHJapTU3UPAHUTE CHCTEMH 33 YIPABJICHHUE HA CHI'yPHOCTTA
Ha uHpopmanusara (CYCH), karo ISO/IEC 27001, e KpuTHYHA TTOpaIy HApACTBAILATE
U YCIOXKHSBAIM C€ KHOEp 3aIUIaxM, KOMTO M3UCKBAT CHUCTEMATHYEH M IIPOAKTHBEH
IIoAXO0J 3a 3alura Ha MMOBCPUTCIIHOCTTA, LICJIOCTTAa U HAJIMYHOCTTA Ha I/IH(l)OpMaI_[I/I}ITa.
Buenpsaneto Ha CYCH e JKHM3HEHOBOXHO 3a IIOCTHIAaHE Ha pPEryJaTOpHO
CHOTBETCTBHE C KIF0Y0BH 3aKOHHU Karo GDPR u Jlupexrusa NIS 2, KaTo ChIEBPEMEHHO
MUHHUMH3HPA PUCKa OT OrPOMHU I1106H U puHaHCOBH 3aryou. CrucTemara IpegocTaBs
KOHKYPEHTHO NPEAUMCTBO, IOBUIIABAMKY JOBEPUETO HA KIUEHTH U TAPTHHOPH, KOUTO
ThPCAT 0Ka3aTeICTBO 3a Ab/UKAMA I'PUKa IpU YIIPaBIeHUETO Ha AaHHU. OCBEH TOBA,
CYCH ocurypsiBa Ou3HEC HEPEKHCHATOCT Ype3 ILTAHOBE 32 YIPaBICHHE HA HHIMICHTH
1 BBBEK/A CTPYKTYPUPAHU IPOLECH 3@ HENPEKBCHATO NOA00pSBaHE HA CUTYPHOCTTA.
B kpaiina cMeTKa, CTaHJapTUSHPAaHHUAT [TOJXO0/ UHTErpUpa CUI'YPHOCTTA B IIAJOCTHATA
CTpaTerus Ha OpraHu3alyATa, TPaHCHOPMHUPAWKH S OT MHIUICHTHA MAPKa B OCHOBEH
OM3HEC IPUOPUTET.

bescnopHo ¢, 4e 1enTa Ha AUCEPTALMOHHUS TPY] — da ce paspabomu u anpobupa
MoOen Ha niamgpopma, KOAMO 0a YNpaensiea u aemMoMamusupa CMaHOapMusUpaHu
cucmemu 3a ynpaeierue Ha CueypHoCmma Ha uH@opmayusma — € akTyalHa, KakTo B
Hay4YHO, TaKa U B HAYYHO-IIPIWIOXKHO OTHOIIEHUE. JIOKTOPaHTHT CH MMOCTAaBA 32 1€ Ja
craumaprmsupanure CYCHM u  BB3MOXHOCTUTE 3a  aBTOMAaTHM3alldd  Ha
(GYHKIMOHATHOCTHTE U YIPABICHUETO HM.
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3a u3IbJIHEHNE Ha IIoCTaBCHATAa 11eJI ca ﬂeq)HHHpaHH TPpH 3aga4yu:

1. UscrnenBane u aHaIu3 Ha TEOPETHYHMTE OCHOBM Ha CTaHJapTU3UPaHU CUCTEMU
32 YIpaBIICHUE HAa CUT'YPHOCTTA HAa MH(GOPMAIMATa B ACTIEKTH:
1.1.  CurypHocr Ha undopManusTa;
1.2. CrannapTy 3a HHGOPMAIIMOHHA CUI'YPHOCT;
1.3. Cucremu 3a ynpasiieHre Ha CHTYpPHOCTTA Ha UHQOpMAIHATA;
1.4.  Codryepuure npunoxenus 3a 1C.

2. AHanms Ha IIpouecHTe, U3UCKBAHMITA M XapAKTEPUCTUKUTE Ha ILIaThopMaTa 3a
YIPaBJICHUE U aBTOMAaTU3aLHs HA CTAHAaPTU3HPAHU CHCTEMH 3a yIPAaBJIEHHE Ha
CUTYPHOCTTa Ha HH(pOpMAaIUATA:

2.1. Uscmenpame M aHaiu3 Ha paGOTHH TNpPOLECH, MOMIEKANHE Ha
aBTOMATHU3ALU U ChOTBETCTBALIUTE UM UH(POPMAIIMOHHUTE IIOTOLM;

2.2.  Onpenensne Ha QYHKIMOHAIHNTE U HeYHKIIMOHATHATE U3MCKBAHMS Ha
IWwiargopMara uype3 uU3CIeJBaHE M AHATH3 HA JaHHWTE, Ha
IIOTPEOUTENCKUTE TPy M Ha CTaHjapTHTe 3a HHPOPMAILMOHHA
CHT'ypHOCT;

2.3. MHpenrupunupane Ha oOIIUTE XapaKTEPHCTUKU HA CUCTEMATa.

3. IlpoekrnpaHe Ha ONTHMATeH MOJEI Ha MIAThOpMa 33 MOJCIHpAHE W
aBTOMATH3alysd Ha CTaHAAPTUSMPAHA CUCTEMHM 3 YIPABICHHE HAa CUT'YPHOCTTA
Ha MHOOPMALMATA U IPIIeKAIIa apXUTEKTYpa.

2. CteneH Ha No3HABaHE HA CHCTOSTHHETO HA npodJjieMa H Ha JIUTEPATYPHHUS
MaTepHaJl

HucepranMoHHuaT Tpyx ce ocHoBaBa Ha GubGimorpadus, cpabpxkama 80
JUTCpaTypHH U3TOYHUKA, KOCTO JAEMOHCTPHpPA 3aAbI0049eHa HAYYHOM3CIEN0BATEICKA
pabota. B paMKuTe Ha H3CIEIBAHETO, NOKTOPAHTHT IIPEACTABS U34YeprnaresicH u
CHUCTEMATHYEH aHaJIi3 Ha KIIOYOBHUTE aCleKTH Ha HH(GOpMAalMOHHATa CUTYpHOCT. Tosu
aHamu3 o0XBalla METOAWTE, HAIMYHUTE TEXHOJOTMM M MHCTPYMEHTH 3a 3alUTa Ha
HH(OpManuaTa, KakTO U aKTyaJHUTE INpeAU3BUKATEICTBA B obiactra. CHEHaIHo
BHUMAHUE € OT/ICJICHO Ha CTaHJapTHUTE 3a MH(GOPMAIIMOHHA CUT'YPHOCT U TEOPETHIHHUTE
OCHOBH, BBPXY KOUTO C€ u3rpaxzaar cbBpemeHante CYCH.

B zakmouenue, paGorata Ha JoktopanT Tomop BeneB u3maBa 3aasi6odeH0
pa3bupaHe KaKTO Ha TEKYIIOTO CHCTOSHUE HA M3CIEABAHMS IIPoGIIeM, Taka U Ha Haii-
NOIXONAIIATE TOAXOAM M HHCTPYMEHTapuyM 3a e(eKTMBHOTO pellaBaHe Ha
IIOCTaBEHUTE 3a/1a4i U MIOCTUTaHe Ha OCHOBHATA LI HA JUCEPTAIUATA.

3. O0ma aHaJATHYHA XapaKTePHCTHKA HA JHCEPTANHOHHHAS TPYA

JucepTaloHHUAT TPYA € 100pe CTPYKTYpHpaHa U JOTHYECKH OCIEOBATEIEH
CBITIACHO IIOCTaBEHUTE 3a/laud 3a pemaBaHe. IpyasT e B o6eM ot 197 crpanumu u
ChIbpIKA: YBOJ, TPU [NIABU C OCHOBHH TCOPCTHYHU IIOCTAHOBKH M HAYYHH PE3Y/ITAaTH OT
U3CJIC€BAHCTO, 4YETBbPTa TIJlaBa — 3aK/IOYCHUE, CIHUCHK Ha IIyOJUKALUWTE II0
AUCEPTALIMOHHUSA TpPYHd, Y4YacTs B KOHGEpEeHIMH U TNpOeKTH, AeKiapanus 3a



OPUTMHATHOCT Ha pe3yJITaTuTe, NpWIokeHHs (59 crpaHmuy) u oubnuorpadumus,
HabposBaiia 80 u3TOYHMKA.

I'maBa 1: CraHnapTusupaHu CHCTeMH 3a YIpaBIeHHE HA CHUTYPHOCTTA Ha
uHGOpMAaIATa

Teopernynoro uscenpane ce Goxycupa BbpXy (ByHIaMEHTAIHATE KOHIENIMH, KOUTO
CIyXaT Karo OCHOBA 3a wusrpaxiaaHero Ha Ilnardopmara 3a aBTOMAaTHU3MpPAHO
yupasjieHue Ha crangaprusupann CYCH. Tasu miaBa cpaspka 3aabi004deH
TCOPCTUYCH aHAIM3 Ha KIFOYOBH €JICMEHTHU KaTo: NPUHIUINTE Ha WH(GOpPMAIMOHHATA
CUT'YPHOCT, IIPHJIOKUMUTE CTaHIapTH B obnactra (Hamp. ISO/IEC 27001), cpuimocTTa
u nemure Ha camure CYCH, kakto M QYHKIHOHAIHOCTHTE Ha COQTYEepHHTE
HMHCTPYMEHTH 3a yrnpanicHuce Ha MC. Jledunupanu ca TepMHHOIOTUATA ¥ ACTIEKTUTE Ha
CUI'yPHOCTTa, NMPOYYEHH Ca METOTUTE W TEXHOJIOTMUTE 3a 3allUTa, U Ca OYepTaHU
NPEIU3BUKATE/ICTBATa, MOTHBHPAIU W3CIEABaHETO. Pasrienanu ca moapoGHO
CTaHIapTH3ALHOHHUTE MponecH, apxurekrypara Ha CYCH u 00XBaThT Ha CBHP3aHUTE
COTyEepHH peIICHUS.

I'maBa 2: MogenupaHe Ha ruiarhopMa 3a yIpaBlIeHHE M aBTOMATH3AIMS Ha
CTaHJAPTU3MPAHU CHCTEMHU 32 YIPABIEHUE HA CUTYPHOCTTA HA HHDOPMAIHSITA

BTopa riaBa npencTaBs MeTONOIOIUATA, H3OI3BAHA 33 H3CIENBAHE M MOICINPAHE Ha
aBTOMaTU3MpaHaTa Marhpopma. Be3 oCHOBa Ha Ta3d METOMOJOITHUS Ca H3BHPIICHU
aHa1u3 Ha pabOTHUTE IPOLECH, KOHTO IUIatdopmara TpsaOBa Ja aBTOMAaTH3Hpa, W
MICHTUQUIMpPaHe Ha KOPECIIOHAMpAIIUTE NHDOPMAIMOHHY HoTomy. Upes aHamus Ha
JaHHMTE, HYKIUTS HA MOTPEOMTEICKUTE IPYIH M M3UCKBAHUATA HAa CTaHJAPTUTE 32
MHQOPMALOHHA CHTYPHOCT, ca JeGHHUpaHu GyHKIMOHAIHUTE ¥ He()YHKIMOHAIHUTE
U3UCKBAaHUS KbM cucTeMara. OOIuUTe XapaKTepUCTUKK HA IUIATGOpMAaTa ca U3BENEeHH
OT H00OpUTE NPAKTUKH 32 HOTPEOUTEIICKO IOBEICHHE, CATYPHOCT U IIPOIYKTHBHOCT. 3a
BHU3YAJIHO IIpEJICTaBAHEC Ha OusHec IponeCuTe H MOJAC/IHUPAHEC Ha CHUCTCMaTa ca
m3nom3Band UML™ (VHubunupan e3uk 3a Mojenupane) M Horanusta BPMN
(Business Process Model and Notation).

I'maBa 3: Mogen Ha miratdpopma 3a MoOJEIMpaHe M aBTOMATH3aLHsd Ha
CTaHTapTU3HPAHU CUCTEMH 3a YIIPABJICHHE Ha CUTYPHOCTTa Ha HHQOpMausITa

Tpera ri1aBa BEBeX1a aBTOPCKATA KOHIEIIIHUS 34 ,,JOKYMEHTHA MATPHIA® KATO OCHOBEH
UHCTPYMEHT 3a OINEPaTUBHO yNpaBlI€HUE Ha opraHuszammara. OnucaHa € IeTaliiTHO
METOAMKAaTa 3a MOJCIUPAHC M € IPEICTaBEH KOHICNITYaJHHAT MOJE] Ha caMara
Ilnarpopma. B Kpas Ha riaBaTa € MPEUIOKEHA JIOTMYECKa U (PU3MUECKa apXUTEKTypa
3a IPaKTUYCCKOTO pealusupaHe Ha Ta3d Iuiar@opMa. SICHO € BUAHA
TIOC/IEIOBATETHOCTTA HA M3CJICABAHETO: TEOPETHYHH OCHOBH M aHamu3 (I'nmasa 1) —
METOZOJIOTUA U MOJelupaHe Ha cucremara (I'71aBa 2) — KOHUENTyaJleH MOJEN U
apxutekrypa (I'nasa 3).

I'maBa 4: OCHOBHHM U3BOIM U 3aKIIOUCHUS

B uerBbpTa I71aBa ca NpeICTaBeH) HAYYHUTE M HAYYHO-IPIIOKHETE HpuHOCcH. JJo6po
BIICYATICHUE IPaBu U popMy/IMpaHETO Ha KOHKPETHH HACOKH 3a Ob/ela paboTa B Kpas
Ha JUCCPTALMOHHUS TPY.



4. Ouenka Ha IPHHOCH HA HCEPTANHOHHMS TPYA H TAXHATA 3HAYHMOCT

Ilpuemam QopMynHpaHHTe B JMCEPTALMOHHHA TPYN MPHHOCH C MATKU
YTOYHEHUS, 2 UMEHHO:

Hayunu npunocu
v anZ[JIO)KCHI/I Ca aJIrOPUTBM U METOA0JIOIrus 3a HU3CJICABAHE U MOJ€CIHUpaHe Ha
aBTOMaTHu3upaHa CTaHJapTUusupaHa l'IJ'IaT(l)OpMa 3a YIIpaBJICHUC Ha CUT'YPHOCTTA
Ha MHQOpMalHATa.
v HpeI[CTaBCHa € aBTOpPCKaTa TCOpHd 3a JOKYMCHTHa MaTpuiia, KaTo OCHOBa 3a
OIICPATUBHO YIIPABJICHUEC HA OpraHU3alysd U KOMIIAHU.

Hayuno-npunoscnu npunocu

v" OmnpenencHu, neGUHUPaH U aHATU3UPAHU ca pabOTHU MPOIECH W IOTOLH,
KOWTO TIIOAJISKAT Ha aBTOMATM3alls 4Ype3 paspaborBaHara IuiaTdopma.
Hepunupanu ca (GyHKIMOHATHUTE M HE(QYHKIMOHATHUTE W3MCKBAHUS CJE
U3BBPIICHO U3C/IC/IBAHE U aHAIU3 Ha JAHHUTE, Ha IIOTPEOUTEIICKUTE IPYIIH U Ha
CTaHIApTUTE 3a MHGOPMALMOHHA CUTYPHOCT. MneHtupunupanu ca obmure
XapaKTEPUCTUKU HAa CUCTEMATa, ¢ U3II0I3BAHETO HA €BPUCTUYHH METO/IH.

v' PaspaGoreH e Momen Ha KOMIUIeKCHa Iutargopma 3a MOJCIIUpaHe U
aBTOMATU3alUs HA CTaHJAPTU3UPaHU CUCTEMU 3a YIIPaBJICHUE HA CUTYPHOCTTA
Ha MH(opManuaTa. Mozena ce 6a3upa Ha MOHUTOPMHT, aHAIU3 1 YIpaBJIeHUe Ha
JIOKYMEHTHaTa MaTpulia, paGOTHUTE MPOIECH U UHGOPMAIMOHHUTE IOTOIU U
aKTUBH Ha OpraHU3aIUATA.

v TIpennoxeHa € apXWTEKTypa Ha ILIaT(GOpMATa, KOSTO € B CHOTBETCTBHE ChHC
CbBPEMCHHUTE U3MCKBAHUSA 38 MOAYJIHOCT, aBTOMATH3aLIUS U ChBMECTHMOCT CHC
CTaHJapTH.

S. Ilpenenka Ha mMyGJIHKALHATE N0 JHCEPTALHOHHHUS TPYA

Hayuynure mpuHOCH OT AWCEPTALMOHHUS TPYA HA JOKTOPAaHTAa ca IOTYUHIH
3HAYUMO IIPU3HAHHUC B aKaJACMHUYHaTa OGIIIHOCT. Tesn pe3yarTaru ca OTPAa3sCHU B 061110
Tpu myOnukaruu. J[Be OT TAX ca IPEJCTaBeHH B COOPHUIM OT MEXIYHApOXHH
KOH(EPCHIMYA, KaTO €AMHHUAT COOpHHMK € HM3JaJeH B PCHOMHpaHaTa MOpEAMIla Ha
Springer, Studies in Big Data, oriiuasama ce ¢ umnakT pasr (SJR = 0.257, Q3 3a 2021
r.). /IBee mybinmkaiyy ca MHAEKCHpaHH B 6a3ara JaHHU Scopus. TpeTusr Tpy e cTaTus
B criucanue Information & Security: An International Journal, vol. 43, no. 1 (2019),
KOSATO B€YEC MMa €JIHO PETUCTPUPAHO IuTHpaHe B Scopus. JlokropanTst, Togop Bernes,
€ OCHOBEH (ITbPBH) aBTOP U Ha TPUTE MyOJIMKALMM, KaTo B €IHA OT TAX € €JUHCTBEH
aBToOp. Te3u mocrmwxeHus KaTCrOpU4YHO OJOKa3BaT KAaKTO HE3aBUCHMOCTTA U aKTUBHOTO
y4acTHe Ha JOKTOpaHTa B PEaJH3UPAHETO Ha [IOCTABCHUTE 3a]a4d, TaKa U BUCOKOTO
KaueCTBO M MEXIyHapOIHaTa 3HAYMMOCT Ha MOJyYeHUTEe HAYUYHH PE3YIITATH.

6. OuneHka Ha cHOTBETCTBHETO Ha aBTOpedepaTa ¢ HM3MCKBAHMATA 32
H3rOTBSHETO My, KAKTO H HA aJJeKBATHOCTTA HA OTPa3siBaHEe HA OCHOBHMTE
N0JI0KEeHHS H PHHOCHTE HA ANCEPTALHOHHMSA TPYA.

HpellCTaBeHI/ISIT aBTope(bepaT TOYHO U aAE€KBaTHO IIpeaaBa CHABPKAHHETO Ha
AUCCPTAlMOHHUA TPYA, KaTo IIPEeAOCTaBA ACHa IIPpCACTaBa KAaKTO 3a pasriICKIaHHUTEC
HpO6J'ICMH, TaKa M 3a KIIIOYOBUTE IIPUHOCHU Ha U3CJICABAHCTO.
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