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Abstract

Smart farms, as a part of high-tech agriculture, collect a huge amount of data from ToT devices
about the conditions of animals, plants, and the environment. These data are most often stored
locally and are not used in intelligent monitoring systems to provide opportunities for
extracting meaningful knowledge for the farmers. This often leads to a sense of missed
transparency, fairness, and accountability, and a lack of motivation for the majority of farmers
to invest in sensor-based intelligent systems to support and improve the technological
development of their farm and the decision-making process. In this paper, a data-driven
intelligent monitoring system in a cloud environment is proposed. The designed architecture
enables a comprehensive solution for interaction between data extraction from IoT devices,
preprocessing, storage, feature engineering, modelling, and visualization. Streaming data from
loT devices to interactive live reports along with built machine learning (ML) models are
included. As a result of the proposed intelligent monitoring system, the collected data and ML
modelling outcomes are visualized using a powerful dynamic dashboard. The dashboard allows
users to monitor various parameters across the farm and provides an accessible way to view
trends, deviations, and patterns in the data. ML models are trained on the collected data and are
updated periodically. The data-driven visualization enables farmers to examine, organize, and
represent collected farm’s data with the goal of better serving their needs. Performance and
durability tests of the system are provided. The proposed solution is a technological bridge with
which farmers can easily, affordably, and understandably monitor and track the progress of
their farms with easy integration into an existing loT system.

AbcrpakT
Mireanrentiire Gepyi, KaTo HacT 0T BHCOKOTEXHOJIOTHUHOTO 3eMeeine, ¢hOHpar orpoMHo
KOJHUecTrO fanin ot loT yerpoiicTsa 32 yenoBuaTa Ha JMBOTHHTE, PACTEHHATA W OKOJHATa
cpeda. Tean gannn naii-uecto ce CbXpansBar JOKAIHO W 1E CC H3MOA3BAT B HHTENHTEHTHH
CHCTEMH 32 MOHHTOPHHE, 34 J1a TPEAOCTABAT BL3MONKHOCTH 34 M3BIMUAHE HA 3HAYHMY 3HAHHS




3a depmepure. ToBA 4eCTO BOIN JI0 YCEIAHE 3a [IPOITyCHATA NPO3PAUHOCT, CIPABC/UIMBOCT 1
OTUETHOCT W JINTICA Ha MOTHBAILMA 30 MHO3HHCTBOTO OT (hepMepHTe a HHBECTHPAT B DasnpaHu
Ha CEH30PH MHTCIMIEHTHH CHCTEMH 3a HOANOMAraHe i noAodpsBaHe Ha TEXHONOIHYHOTO
pasBuTHEC Ha TAXHAaTA [l)L)DM’(l H II]JOILCC& Ha B3eMaHe Ha petiicHi. B rasu craruy ce Hnpeiaara
vipasisgaHa OT JaHHH  HHTEIHPEHTHA CHCTEMA 3@ MOHUTOPHHL B oblavyHa  cpejla.
[MpoekTHpanarta apxXuTekTypa 103B0JIABA UAJOCTHO PCLICHHE 3a B3aUMOICHCTRIE MOKIY
wasimuane Ha gannn ot loT yerpoiicrea, npeasapurenda  oGpadorka, chLxpanenuc,
MHIKEHEPUHT Ha (PYHKLHI, MOJCTHPate Il BU3yann3auud. Bio4eHo e noTtouno npejasate Ha
gatnuu ot loT yerpolicTBa KbM MHTEPAKTHBHN OTUETH HA ACHBO 3a¢/IHO C BIPaieHi MO 34
mammuno obyuenne (ML), B pesyimar na npeajoKeHara HHTEIMICHTHA cHCTeMa 32
MOHMTOPHIT, ¢hLOpanuTe panuu W pesynratute ot ML Moaeinpanero ce Busyannsupar ¢
momolnTa Ha aupamuudo Ttadno. Tabnoro nossonssa Ha notpednTenuTe ja Hadmogasar
Pa3IHYHN MapaMeTpi BbE epyata i pelocTans JoCThICH HauiH 33 HPEIiel Ha TCHACH M,
OTKJIOHEHNs W mogenu B panuntTe. ML Mozennte ce obywagar Ha cbOpanute JaHHi 1 ce
akTyAM3uparT nepuoanuHo. Busyanusauusra. ynpaslisBapa 0T LaHHW, 1103801484 HA
depmepuTe Jla pasTIeKIaT, OPraHusHpaT W PEICTABAT CHOPAHNTE JaHHI OT (pepmara ¢ ues
no-a100po oficaykBaHe Ha TexHuTe Hy#an. [peaocraseni ca TeCTOBE 32 NPOHIBOANTEAHOCT
MoU3APbAUIMBOCT Ha cuctemara. [IpeuiomrenoTo petietine ¢ TeXHOIorn4ern Mocet, ¢ KOHTO
(epmepHTe MOraT JIECHO, TOCTBITHO H PastHpacMo Aa HadmoaaBar i npociiesBar HanpeabKa
HA cBOMTE (hepMu ¢ JiecHa HHTerpauns B ebuiecrsysatia loT cicrema.
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Abstract

In the ecological future of the planet, intelligent agriculture relies on CPS and ToT to free up
human resources and increase production efficiency. Due to the growing number of connected
[oT devices, the maximum scalability capacity, and available computing power of the existing
architectural frameworks will be reached. This necessitates finding a solution that meets the
continuously growing demands in smart farming. Cloud-based 1oT solutions are achieving
increasingly high popularity. The aim of this study was to design a scalable cloud-based
architecture for a smart livestock monitoring system following Agile methodology and
featuring environmental monitoring, health, growth, behaviour, reproduction, emotional state,
and stress levels of animals. The AWS services used. and their specific tasks related to the
proposed architecture are explained in detail. A stress test was performed to prove the data
ingesting and processing capability of the proposed architecture. Experimental results proved
that the proposed architecture using AWS automated scaling mechanisms and loT devices are
fully capable of processing the growing amount of data, which in turn allow for meeting the
required needs of the constantly expanding number of CPS systems,

AbcTpaxt



B ekonornunoro Objewie Ha nnanerara WHTEIUIEHTHOTO 3eMeiende pasuura Ha kubep-
usnunure cucremu (CPS) u Mnreprer na neara (1oT). 3a 1a ocsoboam uosewkn pecypen
W J1a nosui eeKTHBHOCTTA Ha PON3BOACTBOTO. [Topaju HapacTsains 6poii cebpsanu loT
yerpoiieTsa e OhJe JOCTHIHAT MAKCHMATHIIT KallalnTeT 3a CKaaupyeMocT n HalluuHara
H3HHCIIUTEIHA MOLLHOCT HA ChUIECTBY BALLHTE apXHTEKTY piil paMkii. ToBa Hanara HaMupaHneTo
Hd  pelieHde, KOETO Ja OTroraps Ha  HENpeKbeHATO  HApacTRALIMTE H3UCKBAHHA B
HHTCIHICHTHOTO 3emenenne. basupanure B oonak loT pewenus nocrurar Bce no-ronsma
nomyasproct. [leara wa ToBa npoyusaHe e jJa ce npoekTMpa MmataGupyema oGiavna
apXHUTERTYpa 33 WHTENUreHTHa cucTema 3a  HalmoneHne Ha  J00WTLKA,  CcliejBania
merojlosorugaTa Agile u BKIIOUBAlA MOHNTOPHHT Ha OKOJAHATA Cpela, 3/paBe, pacTex.
NoBeACHHE, BL3IMPOH3BOACTBO, EMOIMOHAIIHO ChCTOAHNHE W HUBA 1A CTPEC Ha IHBOTHHTE,
Msnosssanute AWS (Amazon Web Services) vonyrn w rtexnute crneunduunn 3ajgaqn,
CBBP3AHU C HPEUTOKEHATE apXUTEKTY pa. ca obscnenu noipodHo. M3sbpuieH ¢ crpec tecr, 3a
Jla ce JIoKake Bb3MMKHOCTTA 3a Moribllane W obpadoTika Ha AaHHH HA TpeiokeHara
APXHTEKTYpa. BEKCHepHMENTanunTe pesynTari J0Ka3axa, que npeiiokeHara apXurektypa,
H3MOM3BALLA MEXAHH3MI 33 aBroMarusupano mamaoupane Ha AWS n [oT ycrpoiictsa. ca
HAITLIIHO CIIOCOOHH Aa 00paboTBAT HAPACTBAILOTO KOJIHUYECTBO JAAHHH, KOETO OT CBOS CTpaHa
MO3BOISBA MOCPeNane Ha HeoOXOJMMITE HYKIN HA MOCTOSHHO YBennuanailms ce dpoit CPS
cHeTemiu.
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Abstract

The concept of the Internet of Things (loT) is based on the idea of a permanent connection
between the physical and digital world, which is now technologically feasible. The [oT can
describe a scenario in which a large number of objects have built-in uniquely identifiable
computing devices connected to the Internet that allow them to collect, store, share and analyze
data and to be managed remotely via other devices with an Internet connection. It is important
to provide adequate processing of the data to see what is behind it and to assess the situation.
The lack of Reference Modelling loT Architecture prevents a common approach to processing
the generated data. The data from various sources has different nature, range, rate and volume.
The need to retrieve and analyze this data from the ToT complex systems in real-time requires
the application of wide scope of methods and tools. This paper discusses different approaches
to process the data from various sources according to different goals: sensing, data analytics,
and machine learning with hope that using of loT will improve all aspects of our life.

Abcrpakr
Konuermnsta 3a Mureprer na wemara (IoT) ce ocHosasa Ha waeaTa 3a NOCTOSHHA BpPbh3Ka
MEIKAY usiueckns 1 WQPOBHI CBAT. KOSTO BEUE € TEXHOIOIMUHO ochiiecTBUMA, [oT Moke




14 Onuie cleHaptii, npu KOHTO rofsm Opoii 00eKTH HMAT BIPaIeHH YHHKATHO PA3iio3HaBaeMi
W3UNCTUTENHE  YCTPOHCTBA, CBLP3aHH € HHTEPHET, KOMTO MM 103BOJSBAT Ja CLOWPAT,
ChXpaHABaT, CHOAIIT H aHalusupar JaHun u ja 0bLaar ynpasissany IHCTAHLHOHHO vpes
APy yerpolicTsa © uHTepHer Bpbika. Bakno e jla ce ocurypu azexsarna o0padorka nHa
nannuTe, 3a A4 Ce BHAM KAKBO CTOM 3aj TX M ja ce oueHH cutyauusrta. Jlnncara Ha
pedepentio Momennpane Ha [oT apxutekTypa BLaNpenaTeTsa 00Ul M0/X0/1 32 00padoTKa Ha
resepupanuTe AannK. JaHnuTe O pasimuHi H3TOUHULN UMAT pasindcH Xapakrep, oOXsar,
cropocT 1 oben. HeoOXoanMocTTa T W3B/IHYAHE W afain3 Ha Te3u JIaHHI 0T CAOKHUTE
cucremu na loT B peanno Bpeme H3HCKBA MPUIAraHeTo Ha WHpok Habop oT MeToan 1
wHeTpyMenTr. Tasu crartus 00ChiIa PazuaHI NOAX0/M 3a 00paboTKa HA JAHHH OT Pa3inyHi
MATOUHULK CHOPE Pasiinibi uenu: cnOnpane na censopii Aantu, anands Ha Javiu M
MalMHHO 0ByuenHe ¢ Hajekara, 1e n3non3eaneto Ha loT e nogoOpn BCHYKI aCNeKTH Ha
Hatl s AUBOT.
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Abstract

The health and welfare of livestock are significant for ensuring the sustainability and
profitability of the agricultural industry. Addressing efficient ways to monitor and report the
health status of individual cows is critical to prevent outbreaks and maintain herd productivity.
The purpose of the study is to develop a machine learning (ML) model to classify the health
status of milk cows into three categories. In this research. data are collected from existing non-
invasive loT devices and tools in a dairy farm, monitoring the micro- and macroenvironment
of the cow in combination with particular information on age, days in milk, lactation. and more.
A workflow of various data-processing methods is systematized and presented to create a
complete, efficient, and reusable roadmap for data processing. modeling, and real-world
integration. Following the proposed workflow, the data were treated, and five different ML
algorithms were trained and tested to select the most descriptive one to monitor the health status
of individual cows. The highest result for health status assessment is obtained by random forest
classifier (RFC) with an accuracy ot 0.959, recall of 0.954, and precision o' 0.97. To increase
the security, speed, and reliability of the work process. a cloud architecture of services is
presented to integrate the trained model as an additional functionality in the Amazon Web
Services (AWS) environment. The classification results of the ML model are visualized in a
newly created interface in the client application.

ADcrpakr
B,EIJRRCTO 1 OAroChLCTOSHUETO Ha ,TLOGII'{"?)KEI Ccad BaYKHH 3a OCHIYPSIBAHC HA y(.‘TOﬁ‘ll-!BOCT i
PEHTAOUIHOCT Ha CellcKOCTONaHeKaTa HHAyCTpHa. Hamupanero na eekTHBHH HAMHI 3a
HEIE-).TIIO,TJ,CEI HE U J1IOKNaABaHC Ha 3paBHUA CTaTyC Ha OTACIHHHNTC KpaBh € OT peiaBatio sHa4cHKe
3a NnpeaoTepardaBaHe Ha OrHuiba 1 HOUIBPHKaHe Ha NPOAYKTHBHOCTTA Ha €TA/10TO. thf.il’l'il Ha
H3CTIe/IBAHETO € 1A ¢e paspadoT Mojiel 34 MallHHO 00yueHite (ML), koiiTo 1a knacuduipa



3APABHMS cTATyC HA MIIGYHHTE KPaBl B TPH KaTeropun. B toBa uscneasane ce chOupar jannu
OT ¢hilecTsy Bain Hewnpasusin 1ol yerpoiictsa u wneTpyMenT B MiedHa depma. kato ce
Hado1aBa MHKPO- 1 MakpocpeaaTa Ha kpasarta B KOMOHHALNA © KOHKpeTHa HHpOpMAars 3a
BL3PACTTA, JIHUTE B MAAKOTO, Jakrauuarta it ap. Paboren 110tox oT pasiivaHu MeToju 3a
0OpaboTka Ha AdHHH € CHCTEMATH3NPAH 1 [TPEICTABEN, 30 1 Ce Ch3AaAe MblHA, e(eKTHBHA 1
MHOFOKPATHO W3MONBACMA B THA KapTa 3a 00padoTka Ha JaHHW, MOJSTHpaHE # HHTErpaLis
B peannug ceat. Cnengaiiky npeaioxkenns paboten npotec. 1aunute oaxa obpadotenn u ner
pasnuunn ML anropnrima 6axa obyueHu W TecTBaim, 3a 1a ce nidepe Hal-onucare/HUAT 3a
HAOMMOZIEHHE HA 3/IPAROCTIOBHOTO CHCTOAHIIE HA OTHEHHTE KpaBk. Haii-Biucokust pesynrar 3a
OLEHKA Ha 3APaBHuUs cTaTyC ce nosyvara upes knacndurarop Random Forest Classifier (RFC)
¢ rounoct 0,959, npunomuane 0.954 u tounocr 0,97, 3a na ce NOBUIIM CHIYPROCTTA,
CKOPOCTTA 1 HAASKAHOCTTA HA padOTHNA Tpolec, € npejacTaseHa oblauHa apxuTekTypa Ha
YCIYTH 3a HHTerpupane na o0yuenus MoJiell Kato A0MbJAHHTENHa (YHKIIMOHAIIHOCT B cpejarta
Ha Amazon Web Services (AWS). Pesynratute or knacupukauuara va ML wmogena ce
BU3YANTU3HPAT B HOBOCK3/laleHus nHTepfeiic B KANEHTCKOTO MpHIIoKeH e,
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Abstract
Digital Twins can be seen as powering the next generation of loT-connected solutions. Digital
Twins model the real world by using historical and real-time data to represent the past and
present and simulate the predictable future. Digital twins are related to a set of concepts such
as digital representation and 3D visualization, integration, monitoring, control, computation,
prediction, and decision-making. They arc digital replicas of physical objects having
bidirectional data flow. The physical object and its digital twin are synchronized, and the
simulations, optimizations and visualizations are in real-time.
Using Digital Twins supports the processes of gaining insights that drive better products,
optimize operations, reduce costs, and improve the customer experience. These benefits can be
used in any type of environment. including buildings, factories, farms, power grids. and even
entire cities.
Data gathered as a result of the implementation of Precision Livestock Farming (PLF)
techniques allows the creation of digital twins though out the farm. As a result, farmers can
manage the farm remotely based on real-time digital information, rather than relying on direct
observation and manual tasks on the ground. This allows them to act immediately in case of
deviations, simulate the effect of interventions based on real-life data and automate various
decision-making processes.
The main goal of the article is modelling and simulations of digital twins for smart farming in
a Cloud environment. During operational use, digital twins can be used not only to monitor and
simulate the effects of interventions but also to remotely control objects by using automated




actuators. Finally. digital twins are also very valuable for traceability, compliance, and training
as they optimize farm operations and provide measurable data Tor increasing sustainability.

AGcTpakr
Hudpormre Gnuznann (Digital Twins) morar 1a ce pasiienciar Karo 3axpaHBaliin clieiBaoTo
nokosienie peuienns, cebpiann ¢ loT. Digital Twins stojennpar peaniniis CBAT, KaTo W3MON3BAT
MCTOPHYECKH AAHHW M aHHH B PCAIHO BPEME, 3@ 1a NPEACTABAT MUHAIOTO H HACTOILCTO H
aa cumynupar npejackasyemoro Obaeue. Lndposure Gausnaun ca cebpsanu ¢ Habop ot
KOHUENnuMY karo undgposo npeiacrasse u 3D Busyannzauus, wuTerpanus. MOHHTOPUHT,
KOUTPOIl, W3UNCIIEHNe, NPOrHo3Hupane n B3emane Ha peuienns. Te ca undgpoBn konua Ha
puznueck 0GekTH ¢ ABYNIOCOUEH NOTOK OT janii. DuznyeckuaT 00eKT U HeroBusT Hppos
OM3HAK Ca CHHXPOHW3ZNPAHH, & CHMYJIAUHUTE, ONTUMHALHNTE W BU3yalusauniTe ca B
peanto Bpeme.
Msnonssanero na Digital Twins nojibpika npouecnTe Ha 1nojydasane Ha npospetis, KouTo
CTHMYJIHpAT W3rpaiciane Ha no-100pu HpojAyKTH. ONTHMH3HPAT Oonepalunre, Hamalssar
pasxoanTe W TOA0OPABAT WIKUBABAHETO Ha KIMeHTHTE. Tesn npeaumMcTBa Morar j@a ce
W3MOI3RAT BhE BCAKAKBLE THIT CPeia. BRIHOUHTEHO crpajii. (adpuki., hepMu. enekTpuiccki
MPEIKH U JIOPH LI PpajloBe.
JlanuuTe, CLOpaHi B pe3ysiTaT Ha NPHAAraHeTo Ha TEXHHKHTE 38 NPeUH3Ho IKHBOTHOBBLIACTBO
-Precision livestock farming (PLF). nozeonsear ch3iaBancto Ha AHCHTATHE DAH3HAUN H3BHH
depmara. B pesysnrar na tosa GepMepiTe MOrar Aa ynpasissar (pepmara JHCTAaHUHOHHO Bb3
ocHoBa Ha wudposa MHPOPMAUNMA B PEAIHO BPEME, BMECTO Jld PazqyHTar Ha JHPEeKTHO
HabIoeHe 1 PbYHO W3MBIHEHNHE Ha 3ajaun Ha Mscrto. ToBa MM Mo3BolsBA Aa JieiicTsar
HesabaBHO B CTyYail HA OTKIOHEHUA, J1a CUMYJINPAT e(hekTa OT MHTEPBEHIMHTE Bh3 0CHOBA Ha
J@HIH OT PEATHIS HKUBOT I 13 aBTOMaTH3HPaT PasiHYHi MPOLECH Ha B3eMane Ha PelieH s,
OcHOBHATA e HA CTATHATA ¢ MOACHHpaHe W cumMviaumi Ha undposn OumnzHaum 3a
WHTEUTEHTHO SKHBOTHOBLACTBO B o0nauna cpesa. [To Bpene Ha oneparupha ynorpeba
undporuTe GIU3HALN MOTAT a Ce W3M0J3BAT HE CAMO 3a HADKOAEHNE 1 cHMYiupane Ha
ediexTHTE OT MHTEPBEHLIHN, HO W 38 IHCTAHUHOHHO YIIpaBlieHHe Ha 00EKTH Ype3 H3loi3Bane
Ha ABTOMATH3NUPAHN 3AABMAKBAILN MeXanusMiu. M Hakpas, ZUrHTaIHuTe OJH3HAIM ChUIo ca
MHOPO LEHHH 3a TIPOCIACANMOCT. CbOTBETCTBHE M 0DyUeHHe, Thi Karo T¢ onTumusMpar
ofepaumnmTe Ha l!]t‘pf\'til'l"d " HPLZ,H,L)CTELBH'I' W3MEPHUMH ddHHHK 3a NMOBHIHABAHE HA _VCT{)“ HuBocCTra.
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Abstract
The article deals with the problems of creating an information base for accumulating data on
the scientific activities of employees in the research organization, to study these data as the
basis of scientometrics indicators and to provide tools for making strategic decisions at research



institutions. The study is based on Weka — open source machine learning environment that
gives several mechanisms for finding consistent patterns in the data.

Abcrpakr
CrarusTa ce 3anumasa ¢ npoaemMuTe Ha ch3iaBaneTo Ha nHGopMaHoHHa 5aza 3a HarpyiBane
Ha JaHH# 33 HayuHara JeHHOCT Ha CHYKUTENUTEe B M3C/Hef0Bare/ickata oprannsanus, 3a
H3CIIC/IBAHE HA TC3H TAHHH KATO OCHORA HA HAYKOMCTPHHHI MOKA3ATCIIH 1 34 PCAOCTaBANE HA
WHCTPYMEHTH 3a B3CMAHC Ha CTPATErHvecKH PelUICHUs B M3C/ICI0BATENCKHTE WHCTHTY N,
[Tpoyusanero ce ocnonana Ha Weka — cpefia 3a Matnnio oGyyenne ¢ 0TBOpeH Koll, KOATO JlaBa
HIKOJIKO MEXaHW3Ma 3a HAMHPaHe Ha MOCeA0BATCITHE MOICITH B JIAHITHTE.
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Abstract

With the advancement of digitalization and digital transformation, more and more activities
and services are being transferred to the digital space. Digital management of technological
processes in animal husbandry is based on the use of data at all stages of animal husbandry.
Food producers throughout the chain - farmers, processors, distributors, traders, regulators -
need to guarantee data security in existing processes to ensure greater protection of data privacy
and to have unaltered digital content on the whole chain. In this way, end-users can be informed
about the path of food in today's digital global world. This article focuses on the problems of
data security in digital management of livestock processes. An approach that combines TSA
and Blockchain technologies is proposed for ensuring data traceability. Advantages of the
sustainable uses of'the blockchain technology combined with timestamp services for the animal
husbandry chain are presented.

ADCTpakT

C nanpeJBaieTo Ha JHCHTATH3ALUSTA W ANTHTATRATA TpancdopyMalus Bee nopede 1eifHoCTH
M YCIYrd ce MPexBLPAAT B UHOPOBOTO npoctpancTso. Jurutannoro yupasicumne Ha
TEXHOJOTHYHUTE MPOIECH B JKHBOTHORLICTROTO C€ OCHOBABA HA M3NOA3BAHETO HA AaHHH Ha
BCHUKH eTalld OT KHBOTHOBBLACTROTO. [lpousroauTenure Ha XpaHu 1o ugiara Bepura —
thepmepi, npepaGorsaren, AMCTPUOYTOPH, THPTOBIH, PEryiatopi — TpadBa Aa rapaHTHpar
CUTYPHOCTTA Ha JAHHWTE B ChULECTBYBALUIMTE TPOLLECH, 3a 1 OCHTYPABAT MO-TOJAMa 3aliuTa
Ha MOBEPHTEIIHOCTTA HA JAHHUTE 1 1d HMAT HENPOMEHEHO LH(POBO ChbpiKaHHe M0 usiatTa
gepura. [To To3u naunn kpaiinure norpedurenn morar jaa Ongar MHGOPMUPAHU 34 LTS Ha
XpaHara B AHSIWHUs JHriTanen riodasnen ceat. Tazn crarus ce dhokycipa BLpXy rpodiemure
Ha CHIYPHOCTTA Ha JaHHHTe B LM(POBOTO yMpaBieHHe Ha KHBOTHOBBAHHWTE MPOLECH.
[Tpeanara ce noaxon, Kkoiito chucrasa Texnonornute TSA u Blockchain 3a ocurypasane na
npocaenMocT Ha Januute. [pejctasenu ca npejiuMeTBara Ha yCTORYNBOTO M3MON3BaHe Ha
GOKUCHH TEXHONOrNATA, ChUETAHA C YCIYIH 32 BPEMEBI [1E4AT 34 IKHBOTHOBLIHATA BEpHTa.
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Mining Feology Management, SGEM, 21(6.1). pp. 93-100

SJR:0.123 (Scopus)
ISBN: 978-619-7603-30-9, ISSN: 1314-2704  hitps://doi.org/10.5593/s0em2021/6.1/525.19

Abstract

The technological progress naturally leads to a transition from Agriculture 4.0 to Agriculture
5.0, which includes key technologies as Wireless Sensor Networks. Internet of Things. Cloud
age, Artificial Intelligence, and Machine Learning accompanying agronomic activities. These
technologies allow collection of information, analyzing and drawing meaningful insights from
it in a more accurate. timely and reliable manner. [oT in this context refers to the use of ToT
devices to convert data from surrounding clements and actions related to agriculture. The
number of loT agricultural active connections in the EU in 2016 is reported to be 0.51 million,
increasing to 12.03 million in 2019 and expected to reach 46.92 million by 2022 and 70.26
million connections by 2025. Moreover, loT technologies (sensors, cameras, drones, and
connected devices) are considered as the main reason agriculture can generate so much
valuable information. The agriculture sector as expected is highly influenced by the advances
in these technologies. Smart Farming is in focus now. There are various proposed solutions
utilizing the loT concept in Smart Farming. However. the architecture of these developments
is very difficult to reorganize to provide for the expansion of their functionality, the integration
of new loT devices and data sources using various communication protocols. Finally. managing
[oT devices is still a challenge. Catching up with the ever-increasing demands and
technologies, Agriculture 5.0 needs an effective approach to the design of extensible ToT
architectures. By adopting AWS Cloud ToT services this paper proposes an expandable ToT
architecture, which can work with a variety of communication protocols, allowing centralized
device management and Big Data processing abilitics.

Abcrpakr
TexHOMOPHUHHST NPOTPEC eCTECTBEHO BON J10 npexol oT 3emetenne 4.0 kbm 3emeerie 5.0,
KOeTO BIJITOYUBA KIITOHOBH TEeXHOJIOMMH KATO De3sKuIHN CeH30PITH MPCHKH, HI[TGI]HET Ha Heulara.
OONAUHATE  W3UNCHEHHA, W3KVCTBCH HHTCACKT W MAWMHHO  00VHCHUE, ChILTCTBRALLH
arpoHoMmuecknTe jeiinocti. Tesn Texuonorni nossongaear chionpane na nndopmaris,
aHannIupane ¥ M3BINYAHE HAa 3HAYUMI NPO3PEHHA OT Hes M0 [10-TOMCH, HaBpeMeHeH i
HagexaeH Hadud. loT B To3n KOHTEKeT ce orTHacs Jo uznonspavero Ha loT yerpoiicrsa 3a
npeodpasyBaHe HA JAHHH OT OKOJHWTE eIeMEeHTH W JIefiCTBHA. CBDP3aHH ChC CEJICKOTO
cronanero. bpost wa [oT cencrkocronancknre aktisun Bpbakn B EC npes 2016 1. ce
chobuara Ha 0.51 muimona, karo ce yseanuasa 1o 12,03 suwniona npes 2019 1w ce ouaxsa
7a gocturue 46,92 muinona 4o 2022 rou 70,26 munnona spbiki o 2025 r Ocsen tora [oT
TEXHONOIHHTE (CEH30PH, KanMepu, JPOHOBE M YCTpoicTBa 3a CBbp3BAHE) Ce CUHTaT 34
OCHOBHATA NPHYMHA CCIICKOTO CTONAHCTRO Jla FCHEPHPA TONKOBA MHOTO LeHHa HH(OopMalL1s,
CeKkTopbT HA CENICKOTO CTONAHCTBO. KAKTO C& OHaKBa. € CHIIIO NOBIWSIH OT HATIPEAbKA B Te3H
TexHonornu. Murenurentnoro semeiende e Ha Qoxyc cera. Mma pasinuny npeiomKeHn



pewenns, w3noaspaim konuenunata 3a lol B Smart Farming. ApxuTekrypara Ha Te3u
pazpaboTkn obave e MHOTO TPYJHA 3a peopranusvpane, 3a Aa ce OCHTYPH pastiupaBate Ha
TAXHATA (PYHKIHOHANHOCT, HHTErpHpaHe Ha Hosu o1 yeTpolicTsa M M3TOYHMLKM Ha JaHHM,
H3TIOJIZBAIIH PAIHYHI KOMYHUKAIMOHHKW npotokonn. W wHakpas, ynpasienuero na loT
yerpoiiersa Bee owe € npeanssukarescTBo. HapakceBaiikn HenpekbeHATo HapacTBaliuTe
H3HCKBaHUA W TexHosornn, Agriculture 5.0 ce Hykgae oT edekTHBEH NOAXO] KbM
npoexkTupaneto na pasiupsemu loT apxutextypu. Upes npuemanero na odnaunu loT yenyru
na AWS (Amazon Web Services) B Tasu cratusa ce npeara pasumpsiema loT apxutektypa,
KOATO  MoKe jAa  paboTu ¢ pasfiHyHi  KOMYHUKALHOHHH [POTOKOIN, T0O3BOISBAIKI
LCHTPAININPAHO YTIPABICHHE HA YCTPOHCTRA H BL3MOKHOCTH 3a 00padoTka Ha FoJeMn Jlanim

['7-6. Dineva K., Atanasova T., Petrov P., Parvanov D.. Mateeva G., Kostadinov G. . Towards
CPS/loT System for Livestock Smart Farm Monitoring™. (2021), International Conference
Automatics and Informatics (ICAD), IEEE, 2021, 252-255

Scopus
ISSN:978-1-6654-2661-9 https://doi.org/10.1109/1CA152893.2021.9639460

Abstract

Cyber-physical systems (CPS) represent an information technology notion that involves the
incorporation of computing properties into physical objects of all kinds, biological or artificial.
These systems are called to free up human resources, increase modern production efficiency
and be of great help in improving the quality of production. Sensors built into agricultural
equipment, located on pastures or attached to farm animals, monitor certain parameters and
send data for storage and processing. This is done to optimize decision-making processes with
the help of machine learning software that can analyze large amounts of data and optimize
processes in real time. The paper proposes CPS system for monitoring the environment, health,
growth, behavior, reproduction. emotions and stress of animals, as well as GPS marking for
tracking and counting animals using loT devices. The system collects heterogencous data from
various sensors and communication modules and provides modelling of processes and
phenomena with managing of large volumes of data and application of mathematical and
computational tools in AWS Cloud.

ADcTpakT
Kubepdusuunnre cucremn (CPS) npeicrasassar nies 3a uHGOPMALHOHHE TEXHONOMMH,
KOSTO BKITHOMBA BKITIOUBAHCTO HA WIUHCTWTENTHI CBOHCTRA BEE (U3HUECKH 00EKTH OT BCAKAKBB
B, OuONOrUuHM Min w3kyceTBeHu. Te3n cucreMu uMar 3a e a ocroBOAAT YOBELIKN
pecypen, 1a nopriat ¢pekTHBHOCTTA Ha CLEPEMEHHOTO MPOMIBOJACTRO W j1a OLar oT rojsMa
noasa  3a  noaodOpsBaHe Ha  KauecTBOTO Ha npoaykuusta. CeHsop, BUrpaleHu B
CCHCKOCTOIAaHCKa TEXHMKA, PasioloKCHH Ha ITaCcHLIa nin NPUKPENeH KbM CEIICKOCTOHAHCKN
KUBOTHH, CHEIAT Onpeie/ieHt napaMeTpi i 13npaiar Janiu 3a chxpaHenne  oopaborka.
Toea ce nmpasu, 3a 1a ce ONTHMH3UPAT MPOUECHTE HA B3EMane Ha peleHns ¢ NOMOoLLTa Ha
codrryep 3a MalMHHO 00yUCHHC. KOHTO MOIKE 12 AHAIU3HPA FOJCMI KOJHUYCCTBA JaHHU | J1a
onTUMU3ipa npouecuTe B peanno speme. Cratuara npeanara CPS cuerema 3a nabmojenue
Ha OKOIHATA Cpelid, 3APABETO, pacTeika, MOBEACHHETO, RB3MPOH3IBOACTBOTO, EMOLUWTE W




crpeca Ha kHBOTHUTE, KakTo n GPS Mapkupane 3a npocieissane i npedpossane Ha KUBOTHH
¢ nomotnra Ha lo'T yerpoiicrsa, Cuctemara en0lpa pasHOPOIHH AaHHH OT PasiHuii censopn
1 KOMY HHKALOHHI MOJYITH I OCHIYPsBa MOACIIHPAHE HA IPOLECH U ABIEHNHA C YIIpaBIiCHHE
Ha roJieMH obeMi 0T JAHHK W Tiprjlarane na MaTeMaTHuYeCKH M U3YHCIUTEIIHW HHCTPYMECHTH B
AWS Cloud.

I'7-7. N. Bakanova, A. Bakanov, T. Atanasova .Modelling Human-Computer [nteractions
based on Cognitive Styles within Collective Decision-Making™, (2021), Advances in Science,
Technology and Engineering Systems Journal. vol. 6, no. 1. pp. 631-635.

SJR:0188 (Scopus)
ISSN: 2415-6698 https://astes].com/v06/i01/p6Y/

Abstract

The article proposes an approach to evaluate human-computer interaction in the collective
decision-making model. It is believed that all team members interact with each other through
a distributed information system. The approach involves considering, when modelling, the
personality characteristics of perception, each member of the team as a set of cognitive styles.
Within the scope of the proposed technique. it is believed that information flows are
interconnected with the processes of collective decision-making, which makes it possible to
model the process of collective decision-making, monitor and analyse the effectiveness of the
collective's activities. Experimental studies accomplished with statistical data processing were
carried out and discussed.

AbcTpakT

Crarugara npejara HOJAXO0/ 3a OlCHKA Ha B3al F\’I()J’l"\‘-l“ftTl‘ll‘iC'lU HYOBCK-KOMITIOTHP B MO/J1E]4a 3d
KOJIEKTHRHO B3CMaHE Ha PClUCHMA. CwmsTa ce, 4e BCHUYKH YJIeHOBE Ha eKuia H'SHHM(),[[CHCTBHT
MOMEKTY CH HPe3 pastipedelicHa HHC])Dp!\i‘dIIHOHHﬁ CHCTCMA. nUllXUJH;'l' BKITFHOYBa pasrjiicaiaaHe
BCCKH YJICH HA EKUITA KaTo HadoP OT KOTHHTHBHY CTHIOBE MMPH MOACIHPAHC HA JIHUHOCTHITE
XapakTepuCTHKI HA BH3MPHATHETO. B pamMKHTe Ha MPEIoKeHarTa TexXHUKa ce omsira, He
HHPOPMALTHOHHITE HOTOLM Cd B3AHMOCBLP3AHN ¢ IPOLECHTE HA KOJIICKTHBHO BieMane Ha
pelienis, KOeTo HO3BOISBA Ja Ce MOJACNHPA 1POUECHT Ha KOJICKTHBHO B3eMaHe Ha petienus,
Ja ce Hﬂﬁﬂ[())]aﬂﬂ nanajiviivpa et;]l?l('l‘{»lBHOC'T'I"d Ha jldﬁHDCTTﬂ Ha KonekTnea. bsxa TMpoBEJICHH
" 06C'!.1JJ.CI'1 W CKCITCPHMCHTAJIHN W3CHCABaHNA, U3BBPLICHH CbhC crarucruyecka O6])ﬂ6OTKﬂ Ha
JTAHHH.

I'7-8. Kostadinov, G.. Atanasova. T.. Petrov. P .Reducing the Number of Incidents in
Converged IT Infrastructure Using Correlation Approach™. (2020). International Conference
Automatics and Informatics, ICAT 2020 - Proceedings. art. no. 9311349

Scopus

ISBN 978-1-7281-9308-3 https://doi.org/10.1109/1C A150593.2020.9311349

Abstract
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The operational staff' in IT is obliged to comply with the requirements for digital business
transformation, which should change the traditional I'T management techniques. In the spirit of
these changes, a fundamental requirement is the collection and analysis of data on IT
infrastructure. The use of the correlation approach to analyses the data collected, detect
anomalies, and determine causality are key to reducing the number of incidents in the IT
infrastructure. This paper discusses a correlation approach to identifying indirect relationships
between different types of incidents in the CI. In this work, the emphasis is on discussing the
Artificial intelligence for IT operations (ATOps) which explains the model adjustment needed
to handle digital changes in I'T operations.

ADcTpakT

OneparusunaT nepconan B8 MT ¢ jurmoken na cnazpa M3MCKBaHUATA 3a JAMCHTalHA OusHec
TpancopMalin, koaTo Tpabha Jla npoMern TpagnInOHHITE TEXHUKN 3a ynpasienne na UT,
B jiyxa na Tesw npoMeHn 0CHOBHO M3HcKRane ¢ chOupaneTo 0 ananisnpanero Ha ganan sa UT
unppacTpykTypara. M3non3sanero Ha KopeJaalMoHHKs TTOIX0] 3a aHanu3upane Ha chOpaHuTe
JI@HHH, OTKPHUBaHEe Ha aHoOMallii W onpe/elsHe Ha NpHINHHO-CICICTREHATA Bpb3Ka ca
KIOUOBY 33 HaManssaHe Ha Opost na nnunaentute 8 MT undpactpykrypara. Tasu crarus
00CHIA KOPENALMOHEH HOAX0A 38 WACHTH(GUUMPAHE HA KOCBEHH BPb3KH MEKIY PasiinuHi
Bujpose HHUHACHTH B KouseprentHa MT undpactpyxrypa (CI). B tazn padora akueHTsT €
RBPXY 00CH#IAHETO Ha M3KVCTReHHS wHTeaekT 3a MT onepauun (AlQps), koerto obscHsga
KOpekuuaTa Ha Moaena, Heobxojma 3a cnpassiie ¢ unpposnte npomenu B UT onepauunnre.

I'7-9. Petrov, P.D.. Atanasova 1. . The Effect of augmented reality on students’ learning
performance in STEM education* (2020) Information (Switzerland), 11 (4), art. no. 209,MDPI

IF:3.1 (WoS), SIR:0.662 (Scopus)
ISSN:2078-2489 https://doi.org/10.3390/INFO 11040209

Abstract
The effect of one of the most popular 3D visualization and modelling technologies with haptic
and touch feedback possibilities—augmented reality (AR )—is analysed herein. That includes
a specific solution, incorporating augmented reality. A case study for delivering STEM
(science, technology, engineering, and mathematics) content using this tool at one secondary
school in Sotia is presented. The experience gained in one school year of using facilities for a
STEM enrichment program has been examined.

AbeTpaxT
Tyx ce ananuanpa eekTbT OT eHa 0T Hali-NONYIIPHUTE TEXHOMOMMH 3a 31 Busyanuszauus u
MOJCHpAHE ¢ BLAMOKHOCTH 3a XaNTHUYHA 1 ceH30pHa 00paTHa BPL3IKka — Jo0aBeHa peanHocT
(AR). Tosa BK/IOUBA KOHKPETHO petlienue, BrAOUBao nobasena peantoct. [Ipencraseno e
HpoyUBAHE 34 IpeJocTaBane Ha chiabpikanne no STEM (Science, Technology, Engineering,
and Math - Hayka, Texnonorun, MusxeHepctso u Maremaruka) ¢ noMomma Ha TO3M
HHCTPYMEHT B ¢HO cpeano yuuauie B Cods. Pasriiesan e onuTsT, HATPY AN 3a ejina yuedHa
rOIMHA OT W3MON3BAHETO Ha TCXHOIOMMKM B Mporpama 3a odorarssane Ha STEM,
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I'7-10. Dineva, K., Atanasova, T. .Architectural ML Framework for o'l Services Delivery
Based on Microservices™ (2020) Lecture Notes in Computer Science (including subseries
Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 12563 [LNCS,
pp. 698-711.

SJR:0.320 (Scopus), WoS, ACM digital library
ISBN:978-3-030-66470-1 https://doi.org/10.1007/978-3-030-66471-8_53

Abstract

The Internet of Things (IoT) is the interconnection of devices and services that allows free data
flow. Managing and analyzing this data is the actual added value that loT is beneficial for,
Machine learning plays an increasingly important role in performing data analysis in loT
solutions. This paper presents an architectural framework with machine learning solutions
implemented as a service in the microservice group. This architectural framework for loT
services delivery is designed following the Agile methodology. The requirements for the
software architecture and expected functionalities of the system are defined. The microservices
collection is explained by providing a separate description for every service. Machine learning
(ML) analytics on loT (as the processing paradigm for intelligently handling the ToT data) is
represented as a part of the microservice platform. Several strategic advantages of the proposed
microservice-based 1oT architecture over others are discussed together with implementation
issues.

AGcTpakT

Muteprer va vemara (1oT) e B3anMHOTO CRBP3RAHE Ha YCTPOHCTBA M YCIYTH, KOSTO MO3BOJIABA
cBoBOJIeN MOTOK OT AanHu. YIIPaBIeHHeTo 0 aHalin3upanero Ha Te3n Janiu ¢ JeiicTerrentara
nobasena croiinoct, 3a koato [oT e or nomsa. MawmHHoTo 00y4eHHE Hrpae Bee No-BaxHa pos
OpW  M3RhPHIRAHETO Ha aanns Ha jgaunu B 0T pemenws. Tasn craris npeicrass
APXHTEKTYPHA PAMKA € PCLICHHSA 32 MAWWHHO 00yUEeH e, BHEJIPCHI KATO YCIyra B Ipynara Ha
MukpocepensuTe. Tasu apxurektypha panvka 3a npegocrassue na [oT yeayru ¢ npoekripana
caeapaiikn  merononoruata  Agile. Hedunupann ca U3HCKBAHMATZ KbM  codryepnara
apXUTEKTYpa M OYaKBaHHTEe (YHKLIHOHATHOCTH Ha cucTemara, Konekunsara o1 MHKpOy Cly
ce OOSCHSIBA HPE3 NPEJOCTABIHE HA OTAEHHO ONMCAHME 34 BCHKA yolyrd., AHAIMSLT HA
matmuHio odyuenue (ML) 3a loT (karo napaanrma 3a 00padoTka 3a MHTEIMIEHTHO OllepHpaHe
¢ ToT panum) e npejcragen kato dacT ot nnardopmara 3a mukpocepsuzn. Hakonko
cTpaTeriuccKu NpeuMeTBa Ha npeanomkenata o1 apxurerrypa, Dasupana Ha MUKPOYCIYTH.
ce obCHIKAAT 3ae/IHO ¢ NPOOASMHTE Ha BHEAPABAHETO.

['7-11. Dineva, K., Atanasova, T. ,Systematic look at machine learning algorithms -
Advantages, disadvantages and practical applications™ (2020) International Multidisciplinary
Scientific GeoConference Surveying Geology and Mining Ecology Management, SGEM,
2020-August (2.1), pp. 317-324.

SJR:0.123 (Scopus)
ISBN:978-619-7603-06-4, ISSN:1314-2704 hitps://doi.ore/10.5593/s0em2020/2.1/507.04 1
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Abstract

Machine Learning (ML) is the study and the usage of the mathematical algorithms which can
improve their performance without the need for human interaction. These algorithms are
considered as a subset of Artificial Intelligence (Al). Machine learning algorithms use past data
as input and produce new predicted values as an output. Machine learning algorithms have
been used in many areas for solving an innumerable number of tasks. However, the various
tasks need applying of different machine learning algorithms for obtaining maximum accuracy
of the target results. In this paper. an analysis with consideration of the advantages,
disadvantages, and different areas of applications in the real world are made for each of the
four ML algorithm groups - supervised. unsupervised. semi-supervised, and reinforcement
learning. After the comparative analysis is done, the ensemble methods boosting. stacking, and
bagging are introduced, described, and compared. Emphasis is done on defining the accuracy
of which ML algorithms can be improved and which ensemble methods can be used for that.
Machine Learning algorithms combined with ensemble methods are highly competitive and
provide the best results in most cases where they are applicable.

AbcTpakT

Mauwmnnoto obyuernne (ML) € n3ydaBaHeTo 0 H3N0N3BAHETO HA MATEMATHUECKH alllOpPUTMH,
KOUTO MoOrar ja nojodpsaT TaxHara TpoM3BOAHTENHOCT (e3 HeoOXOAMMOCT OT YOBEIIKO
B3anMometcTrIe. Tesn anropuTmu ce cunTaT 3a MOAMHOKECTBO OT ANFOPUTMH Ha H3KY CTBEH I
unTenexkt (Al). Anropurmure 3a Matminio odyHeHue H3MOA3BaT MUHAIM JaHHH KaToO BXOA 1
NPOHU3BEIKAAT HOBH CTOHHOCTH KaTo H3XO0/. AJ’ETUDII'I'M!‘I'I'L‘ 3da MattvHuo OG}J’LICEII‘TE ca Oun
H3MOJI3BAHN B MHOTO 00acTh 2a pettarade Ha Oe30poit MHOro 2ajgaun. Pasimunure 3azaum
odaue W3UCKBAT NPHIIATaHE Ha PA3TUYHU ANTOPHTMH 32 MAlIMHHO 00y4YeHHe 3a NocTHrane Ha
MaKCHMaina TOYHOCT Ha LeleBHTe pesynrarti. B tasw cratus e nanpasen anajinus ¢ oTYHTaNE
HA TIPCAHMCTRATA, HEJOCTATBINTE 0 PA3ANYHITE 00NACTH Ha MPHJIOKEHUS B PCaTHUA CBAT 34
HCAKA OT 4eTHpUTe TPy anroputyu 3a MI, - camoodyuenneTo ¢ yuurten, caMmoo0yueHneTo
Oes yunTes, cmeceHo camoolyvuenue u odydenne ¢ nopcunsade. Cneg W3BbpLIBaAHE Ha
CPaBHUTEHNS alalu3 ce BLBEKIAT, OMUCBAT W CPABHABAT MCTOAMTC Ha aHcamOLIa 3a
YCHIBaHe, NOJAPSKIAHE W TakeTHpaHe. AKIEHTHT ¢ 110CTARCH BHPXY ONpPEeAeIaHeTo Ha
TOUHOCTTA HAa KOW anropuT™i 3a ML morat ga Obaar nogoGpenn u Ko MeTO/IH Ha ancaMOb
MOTAaT Jd €€ U3NOJ3BAT 3d TOBA. AJH'Gpl‘l'I‘Z\‘II-l'I‘(‘.‘- 3d MAllMHHO CLl:\fOUGyLIEH}iG, HOM6MIIHDHHH Cc
METON Ha aHCaMOBJl, Ca CHITHO KOHKYPEHTHH H OCHTYPABAT HAl-100pH PE3VIITATH B HOBEUETO
ClIyHan, Koraro ca mpHiIoKHMH.

I'7-12. Dineva, K., Atanasova, T. ,Machine learning solution for loT big data™ (2020)
International Multidisciplinary Scientific GeoConference Surveying Geology and Mining
Ecology Management, SGEM, 2020-August (2.1), pp. 207-214.

SJR:0.123 (Scopus)
ISBN:978-619-7603-06-4, ISSN:1314-2704  https://doi.org/10.5593/s5em2020/2.1/s07.027

Abstract
Nowadays it is critical to have the ability to quickly and reliably fetch huge amounts of
heterogeneous data and apply Machine Learning (ML) models against it for better decision
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making. Successful processing of streams with data is crucial for real-time operations like
extracting, filtering, transforming, aggregating with other data sources, persisting data to data
warehouses, publishing to a different messaging topics or pipelines. With Machine Learning
gaining high in popularity serious concerns are appearing around the performance of the
Machine Learning models in production and there is a reason for that. It is essential to choose
wisely the right technologies used for creating robust data pipelines, deploying accurate
Machine Learning models and monitoring the performance in production environments. In this
paper, an approach is proposed for building a distributed platform using a messaging system
which is capable of extracting, processing, and analyzing information from streaming data in
real-time. Kafka streaming concepts for ingesting data are discussed along with ways to
operationalize the data pipelines. Using Spark Structured Streaming for enriching Kaflka events
with a Machine Learning algorithm is shown, With streaming data continuing to arrive, the
Spark engine will react to the data changes and will incrementally and continuously process
the data. Important conceptual reasons are discussed that are explaining the factors which have
a huge impact on the accuracy and the performance of the deployed Machine Learning models
in a production environment. The overall improved result can be used later to produce the
proper conclusions and better predictions.

AbcTpakr

B JHEWHO BpeMe € H3KIOUHTEHO BaKHO Ja UMA CriocoOHoCeTTa ObP30 1 HAZEKAHO Ja ce
H3BIHUAT OFPOMHM KOJHHECTBA PA3HOPOAHN AaHHH K Jla e NpHiaraT Modeln Ha MatnHHO
camoobyuenue (ML) Bbpxy TaX 32 10-100po B3eMane Ha perenna. Yernewnara odpadoTka na
NOTOUM € AAHHK € OT Peliapaiio 3HadeHue 3a ofepallli B PEajiHo BPEME KaTo H3TerisHe,
gunrpupare, Tpancopmupane, arperupane ¢ JIpyrH H3TOMHULM Ha JaHHH, 3ana3paHe Ha
JAm B XpanuiHiia sa Jannd, nyonukyBane B pasauui kanamd. C napacrsanerto Ha
NONYJAPHOCTTA HA MAallHHHOTO 00yuenue cc [OABABAT CEPHO3HN  OMACEHHA OTHOCHO
MPON3ROANTENHOCTTA HA MOJIEITHTE Ha MAWMHHO CaMOOOyUYeHNe B pPeaiHi YCI0BHS W HMa
npudnHa 3a tora. OT CHLIECTREHO 3HaYEH e e J1a ce n3bepe pazyMHO NPABHITHHTE TEXHOTOTH,
W3MOM3BAHK 32 Ch3aBaHe Ha CTA0MITHE KaHaill 3a Jarmii, BHEAPSBAHE Ha TOUHH MOZENN Ha
MAaIIHHAO 00yIeHHe H HABIIOACHHC Ha POH3BOAMTCAHOCTTA B NPOH3BOACTBEHN cpe. B rasn
CTAaTHX ce npeara MoAXo[d 3@ M3rpakiaHe Ha pasipeideleda niardopma, Winonipaula
cucTeMa 34 CLOOLIEHWS, KOATO € B ChCTOSHME Jda Wisiuud, o0paboTBa W aHanusupa
undopMais oT MOTOYHH JIanii B peanto speme. KoHUenunuTe 3a nMoTo4HO NPEABaHe Ha
Kﬂﬂ(ﬂ 2a norirsiate na gatmid ce (]6(21;‘)1',"[.’;1']‘ 3ACA10 ¢ HAUUHWUTE 3a oTiepHpane na cepus or
cThitkn 3a obpabGoTka Ha ganbu, [Tokasano ¢ manoassanero Ha Spark Structured Streaming 3a
oborarsrane Ha Katka cnOurus ¢ anroputbm sa matimiio obyuenune, Thil kato notounnTte
AaHHW TPOALIKABAT /1A IPHCTHRAT, crueTemMata Spark 1ie pearupa Ha POMCHUTE B AAHHHTE 1
e oGpaboTa NMOCTENEHHO i HEeNPeKbeHATo AaHHuTe. OOCHALAT Ce BAKHI KOHUCIITYAIHN
MPUUHHE, KOHTO 00SCHABAT (PAKTOPUTE, KOWTO OKA3BAT OIPOMHO BIHAHUE BLPXY TOUHOCTTA 1
NPOU3BOANTEAHOCTTA  Ha  PasrbpHaTHTe  MOJACHN  Ha  MaiHHo  camooOyueHne B
IIIT()!‘E'iB(‘!ﬂCTRGHH cpelia, (r,)GU_I,HH'I' HUJJ.UG[JGH pti‘iy}i'i"d'l' Ce U3NoJI3Ba O-KbCHO, 34 Jld Ce HallpaBAT
(PABHIIHUTE 3AKITIOUEHUS 1 N0-100pH NPOrHO3i.
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I'7-13. Bakanov, A, Atanasova, T., Bakanova, N. ..Cognitive Approach to Modeling Human-
Computer Interaction with a Distributed Intellectual Information Environment® (2019) 2019
Big Data, Knowledge and Control Systems Engineering, BAKCSE 2019, art. no. 9010597.
WoS, Scopus
ISBN:978-1-7281-6481-6 https://doi.org/10.1109/BAK CSE48644.2019.9010597

Abstract

The paper proposes an approach to modelling human interaction with the distributed
intellectual information environment, using the system of “power-society” as an example. The
approach involves the consideration of the human factor in modelling of information
interaction. The human factor in this article is considered simplified, as a set of cognitive
characteristics of the user. Within the framework of the developed approach. it is proposed, in
the process of human-computer interaction, to implicitly test users in order to obtain
information about the cognitive styles of each specific user, the effectiveness and efficiency of
human-computer interaction, and the degree of subjective satisfaction from the human-
computer interaction. Since the information system “power-society™ will operate on a national
scale, the processing of collected data is supposed to be carried out using the technology of
“big data”™. The proposed approach allows us Lo take into account the influence of a person's
cognitive equalities on indicators of his interaction with the information systems that
implement a set of public services on the Internet.

ABCTpakT

Crarusta npejijiara noaxo/l 3a MojlelnpaHe Ha YOBEUIKOTO B3auMOAeiCTBHE ¢ pasnpeaenenara
uaTenekTyana uHGopManuonna cpema, MINOA3BANKH KaTO MpuUMep cucremara ,,BjacT-
00wecTBO”. TToAXOALT BKINOYBA OTUHTAHE HA YOBEIIKHS (akTop TPH MOAEAHPAHETO Ha
nHdGopMauHoHHoTO B3aumoeiicTeue. YoBewKuaT daktop B Tasn cratHs ce pasriexia
OTPOCTEHO KaTo Halop OT KOTHUTHBHH XapakTepucTHku Ha norpebutens. B pamkurte Ha
pazpadoTeHus [MOAX0JL ce npemtara B Tpoleca Ha B3AHMOAEHCTBHE YOBEK-KOMITIOTB]
UMIUTHLHMTHO Ja ce TecTBaT NOTPEOUTEHTE, 32 1a ce NOAYIH HHPOPMALIHS 38 KOPHHTHBHHTE
CTHJIOBC Ha BCCKH  KOHKpeTen norpedurten, edekTHBHOCTTA M cukacHoCTTa  Ha
B3AUMOICHCTBHETO UHOBCK-KOMITIOTBHP W CTEMEHTa Ha CyOeKTUBHO YHOBJETBOPEHHE OT
B3AHMOICHCTBHETO  HoBeK-KOMITIOTHLP.  Thil  karo  wHdopMmaunoHHata cucreMa . Blact-
obutecTBo™ e paboTh B HAUMWOHANEeH Maiab. ce npeanoara, ye obpadoTkara Ha chOpaHnTe
JaHHW [Ie ¢ U3BBPIIRA ¢ MOMOLLTA HA TEXHONOrHTA lroiemu Janiu”™, TTpeniokeHus T oANO
HH TI03BOJIABA J1d B3CMCM TIPCABHA BAHAHHCTO HA KOTHHUTHBHHTC XapaKTCPHCTUKNW Ha HOBCK
RLPXY MOKA3ATCANTE 38 HEroBOTO B3aMMOJCHCTBHE ¢ MH(OPMAIMOHHHUTE CHCTEMH, KOUTO
H2bLaHABAT Habop oT oduecTBeH N yenyru B HuTteprer.

I'7-14. Dineva, K., Atanasova, T. \Methodology for Data Processing in Modular ToT System*.
(2019) Distributed Computer and Communication Networks, 22-st International Conference,
DCCN 2019, Springer Nature Switzerland AG 2019. V. M. Vishnevskiy et al. (Eds.): DCCN
2019, LNCS 11965, pp. 457-468.2019. ISSN 0302-9743

SJR:0.320 (Scopus), WoS
ISBN 978-3-030-36613-1 hitps://doi.org/10.1007/978-3-030-36614-8_35
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Abstract

The Tnternet of Things (1oT) is a technological paradigm in the sphere of networks that has the
potential to influence how we live and how we work. This technology allows communication
between all types of physical objects over the Internet that includes data sharing and also allows
data to be collected and actions taken based on the information received. “Things™ in the
“Internet of Things™ consist of'a variety of hardware specifications, communication capabilities
and service qualities, making loT heterogeneous in its nature. The lack of Reference Modelling
loT Architecture prevents a common approach to processing the generated data. The need to
retrieve and analyze this data from the Internet based complex systems in real-time requires
applying of statistical data analysis and machine learning (ML) techniques as well as a
sufficient amount of computational resources. In the paper a methodology to deal with a variety
of data is proposed. A modular [oT system is considered as an instance for implementation of
several methods for processing of heterogeneous data. The approaches for resolving problems
that can affect the creation of predictive models are outlined.

ADCTpakT

Hnreprer va vewara (ToT) e texnonorudna napainrama s cepara Ha MpeskuTe, KosTo UMa
roTeHlHana Ja nopiuse Ha ToBa Kak skuBeeM H kak padorum. Tasn TeXHONOrHs no3posisea
KOMYHUKAUNS MEKIY BCUUKH BHIOBE (BHINUECKH OOCKTH 110 MHTECPHET, KOCTO BKIOUBA
crofensue Ha Aanin | CbULO Taka Mo3BoJABa ChOMPAHETO Ha AaHHH H IPSILIPHEMAHETO Ha
JIeHCTRIA BB3 OCcHOBA Ha nosydenara undopmanns. Hemara® s Muteprer na newara™ ce
CHCTOAT OT PASTUUHU XapIAYepHI e (PHKALII, KOMYHHKALHOHHN BL3MOKHOCTH H KauecTea
Ha veayrure, koeto npasu [oT xereporenen no cposta chuHocT. Jluncara na pedepentuo
mopenpane na lo1 apxHTexTVvpa BL3NpensTeTBa 001 MOANX0 3a 00pabdoTKa Ha renepupannTe
ganHn. HeoOxoaunmocrTa OT W3BIHUYAHE H aHAllN3 HA Te3W JaHHI OT WHTepHeT dasupany
CIOZKHM CHCTEMHW B PEASTHO BPEMC U3ICKBA NPHIIAraHe Ha CTaTHCTHYECKH aHajlns Ha AaHiu o
TEXHUKH 3a MalIHHHO caMoobyueHue (ML), kakto 1 10cTaThbYHO KONHUYECTBO W3UHCAWTEHN
pecypen. B crarusita e npe/uiomena MeToAon0rus 3a padora ¢ paziiynu qannn. Mogysna [oT
cHCTEMAa CC pasriicsk/ia Karto MpumMep 3a fnpuiarale Ha HAKOIKO Meroja 3a o0padorka Ha
pasHoponHi gaduu, Queprani ca NOAXOANTE 3a paspelasane na 1npoO/Ieni, KONTO MOrar ja
HOBJIUAAT HA CH31aBAHETO Ha II]T(H'H(HHH MOMCIIH.

I'7-15. Dineva, K.1., Atanasova, T.V. . ,Regression analysis on data received from modular ToT
system* (2019) 33rd Annual European Simulation and Modelling Conterence 20109,
ESM’2019, EUROSIS-ETI, , pp. 114-113. (Scopus)
ISBN: 978-9492859-09-9
Abstract

This paper is aimed at choosing a model to determine in the short term the amount of honey in
beehives based on historical data. The data is gathered from loT-based monitoring system with
modular architecture, which consists of sensors being located inside and outside the bee hives.
The proposed solution enables better decision making by providing forecast results. thus
beekeepers are able to plan their logistics to visit their apiaries. Regression analysis is used as
technigues for modeling and analysis of variables in the forecasting model. Feature selection
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is provided as knowing the data is one of the first steps that must be taken before choosing the
variables in the model. Predicting results are realized by using the model.

Adcrpakr

Tazn crarus uma 3a 1en ja n3depe Moaen 3a KPaTKOCPOUHO ONPEIeIsHe Ha KOJIMYECTBOTO Me]]
B MUEHHTE KOLIEePH BL3 OCHOBA HAa HCTOpHUeckn aanuu. Jlannnrte ce enbupar ot dasupana Ha
loT cuerema 3a MOHUTOPMHT ¢ MOAY/JHA APXMTEKTYPA, KOATO CC CLCTOM OT CEH3OPH,
PasmoloAKeHW BHTPE M U3BBH MYeHNTe KotwepH. [1peionenoTo peteHie 1aBa Bb3MOKHOCT
34 10-100p0 B3eMaHe Ha PelieH s Upe3 NPeAoCTaBAHE Ha TPOTHO3ZHHI PE3YNTATH, KaTo 10 TO3H
HauMH THenapuTe Morar j1a njiaHupar cBosITa JOrHCTHRE 38 MOCELeHNe Ha TEXHUTE TTHEeTHHN,
PerpecHonHUAT anain3 ce H3Mo:13Ba KaTo TEXHIKA 38 MOJSTUPANE N aHajin3 Ha [IPOMeIIMBHTE
B POTHO3HUs Mozel, [pegocTaBen e n300psT Ha XapakTepHCTHKN, THil KaTo Mo3HaBaHETO Ha
AQHHUTE € e/iHa OT MLPBUTE CTLITKKW, KOUTO TpsabRa Jla ObaaT npenpuerti, npejin jia uibepere
MPOMEHIHBHTE B Mojiena. [TporHozupaneTo Ha peayliTaTiTe ce OChIEeCTRIBA ¢ [IOMOUITA Ha
Mozena.

['7-16. Dineva, K., Atanasova, T. .Security in loT systems* (2019) Proceedings 19th
International Multidisciplinary Scientific Geoconference SGEM 2019, 19, 2.1, International
Multidisciplinary Scientific Geoconference SGEM, 2019, pp.576-577.

SIR:0.123 (Scopus)
ISBN:978-619-7408-79-9, ISSN:1314-2704 https://doi.ore/DOT:10.5593/sgem2019/2.1

Abstract

Internet of Things (loT) has a different meaning to different people. The term has been known
for a long time. The use of interconnected devices has become more and more necessary to
solve established business problems. It turns out that data acquired from IoT sensors and
controllers are valuable enough to have the power to change the overall business models and
behaviour of entire industries in a given economy. Therefore, the future of ToT as a cutting-
edge technology depends on the security capabilities that ToT systems can provide to its users.
In order to be able to protect an ToT system, we need to know what it represents - what
architecture is used, how it works, what kind of components and parts it has, protocols used.
main application arcas, and so on. Knowing its dependencies, strengths, and weaknesses can
provide us a complete and accurate idea of the types of attack vectors to which an loT systems
are vulnerable. The article presents the vulnerabilities that are typical for different types of loT
systems, the results the attackers strive for, the sequence of stages during the attack process,
the potential benetits the attackers would have and the consequences that would have occurred
if an attack was successful. Particular attention is paid to the capabilities of protecting a
developed 10T monitoring system from such attacks and the ways in which these capabilities
can be significantly improved.

ADcTpakT

Muareprer na nemara (IoT) nma pasiindauo sHadeHue 3a pasinunnTe xopa. TepMunbsT ¢
u3BecTen oTaaBHa. M3nonssaneTo Ha B3aUMOCELP3aHN YCTPOICTRA CTABA BCE NO-HEOOXOANMO
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33 petiaBade Ha veranosenu Ouznec npodnemu., Okassa ce, ue panuute, nojyuenn ot loT
CCH30PH H KOHTPOJIEPH, €a J0CTATBbYHO HEHHHW. 38 Jjla UMAT Chiara Ja npoMeHsaT HAJIOCTHHTC
Gu3Hec MOJEITH 1 MOBCACHHUETO Ha e MHAYCTPUK B Ja/JlcHa MKOHOMBKA. CnenoBarellHo
6'[1)161[[6'[‘0 na loT karo ABAHTAp/HAa TEXHOJOTHA 3daBHCH 0T BH3MOKHOCTHTE 34 CHI'YPHOCT,
kouto loT cucremure mMorar ja fnperocrTasiT Ha ceoute notpeburenu. 3a na mMonem Ja
samuTHM eHa loT cruerenma, TpaOBa 1a 3HAEM KAKBO NMPEACTABIABA T4 — KAKBA APXHTERTYPd ¢
H3NON3RA, KAK padoTH, KAKBH KOMITOHCHTH M 4acTH MM, W3M0I3BaHH MTPOTOKOJIH, OCHOBHHU
obnacTi Ha npwioxkenie 1 T.H. [TosHaBaHeTo Ha HEroBHTE 3aBHCHMOCTH. CHIHKW M cilabn
CTpaHH MOYKE Jia HH AaJle [TbJIHa W TOUHA NPEeACTaBa 38 THIOBCTC BCKTOPH HA dTAKH, KbM KOWTO
ca yazeumu loT cucremute. Cratusara npejacrass yA3BUMOCTHTE. XaAPAKTCPHH 34 PAzTHUHITE
tunose [oT cHeTeMu, pesyirarnre. KbM KOWTO CE CTPEMAT ATAKY BALLMTE, MOCHIEA0BATEIHOCTTA
OT eTany Mo BpeMe Ha npoieca Ha araxka, MOTCHUHATHHTC HOJ3H. KOHTO drakyBatmTe Onxa
uMalnu 1 nocneaCcTRHATA, KOUTO OUXa HACTLIMIIH, AKo aTakaTa ¢ yenetind, Ocobeno BHUMaHNE
¢ OTJAENEHO Ha BH3MOKHOCTHTE 32 3auiTa Ha pazpadorena loT cicrema 3a MOHRUTOPHHT OT
l'IO,FlOﬁHH araki W HayHHWTE, 110 KOUTO TE3H BL3MOMHOCTH MOrar /d 6’1;,&3'1‘ SHAYHTCITHO
noA0OpeHH.

I'7-17. Tatiana V. Atanasova. Stoyan A. Poryazov, and Emiliya T. Saranova, ..Problems with
quality enabling of information functions composition in smart buildings®, (2016) Proc. 24th
Telecommunications Forum TELFOR 2016, 22-23 November 2016, Belgrade. Serbia. [EEE.
pp.33-36

WoS, Scopus
ISBN: 978-1-5090-4085-8 https:/doi.org/10.1109/ TELFOR.2016.7818715

The aim of this paper is to point out and summarise existing problems and research trends that
arise when assessing and ensuring the quality of information services. On the focus of this work
are smart buildings. Basic information functions that are composed in different services are
described. The sets and structures of the composition form various scenarios. Problems in
determination the quality of these scenarios, and their implementation to meet the requirements
of the customers are considered.
AOCTpaKT

[lenra na nacrosurds JOKYMENT € JIa Hocoun 1 0000IH ChlUecTBYBalUTE mpodiemMn
TEHACHIMH B H3CACABAHMATA, KONTO BL3HUKBAT MPH OUCHKATA 1 OCHIYPABAHCTO HA KAYCCTBOTO
Ha l’lH(I)ﬂPMEIJU'IOi[HIITe YChyru. Bur (;'J()K)-’Cil Ha TdsH pﬂﬁ(ﬂ"il Ca WHTCINTCHTHHTE Crpa/in.
Omicann ca oCHOBHUTE HH(POPMALHOHHE (DYHKUHE. KOUTO ce POPMHUPAT B PA3IHTHI YCIY UM,
KoMnnekTHTe 1 CTPYKTYPHTE Ha KOMITO3UUNATA ChCTABAT Pa3iHuHK cueHapuu. Pasmenanu ca
mpodaeMHTE NP ONpPEIeITHE Ha KaueCTBOTO Ha Te3M CUeHapHil 0 TAXHOTO BHE/APABAHE 3a
YIORAETBOPABAHE HA HINCKBAHHATA HA KIHEHTHTE,
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